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Introduction

The North Carolina Identity Management Service — Next Generation (NCID-NG) is the standard
identity and access management platform provided by the Office of Information and Technology Services.
NCID-NG is a Web-based application that provides a secure environment for state agency, local
government, business and individual users to log in and gain access to real-time resources, such as
customer-based applications.

CJILEADS is leveraging NCID's authentication capabilities to ensure that the CJLEADS application is
secure. The NCID username and password will be used to access CJLEADS. This document will
provide administrators basic instructions for using NCID.

Logging In

Administrators can access the NCID login page at: https://ncid.nc.gov

North Carolina Identity Management (NCID)

MCID s the standard identity management and access service provided to state, local, business,
e and individual users. NCID provides a high degree of security and access control to reaktime
? batter p1a®® resources.

UserID: ‘ |
forgotyour User |07

Passward: ‘ |

forgot your Password?
Login

Ta register for a new MCID account click here: Register!

Thissystem isthe property of the State of North Caroling and is for authorized use only, Unauthorized access is 3 wiolation of federal and state law. All software, data transactions, and
electronic communications are subject to monitoring

[Normcarms. |

Brivacy and Other Policies Contact Us
WWW.IC 20V

Administrators should already have an NCID. If not, you will need to contact a delegated administrator for
your agency to create an account for you. If you do not have a delegated administrator contact ITS at
919 754-6000 or 1-800-800-722-3946. The delegated administrator will also need to promote your
account to delegated administrator for your agency, division or section.

Type the username.
Type the password.

Click Login.
The Welcome to NCID screen opens.
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Welcome Cynthia

INFORMATION
MANAGEMENT

Update My Account
View My Administrators

>»

NCID Welcome Page

PASSWORD MANAGEMENT

Password Sync Status

>>

BIRECT
Archive Employee Account
Create Employee Account
Deactivate User's Account
Reactivate User's Account

MENT

fooweme —  — _—uod

[ Comi

Roles and

. Identity Self-Service I

Welcome to the North Carolina ID System

| Your North Caroling 1D (NCID) is the key to resources offered by the State of North Carolina as well as those offered by some local govemments and school districts. Here are some tips on sing your NCID

o After clicking the "Identity Self-Senvice" tab, you'll find links on the left side for tasks you can perform such as:
o Viewing and Updating your personal profile
o Reviewing Application Access under "My Account”
o Re-setting your p d through p d self-senice
o Clicking the "Work Dashboard" tab gives you a summary of your NCID including:
o To request additional access, click the "Make a Process Request” button
o To see the status of previous requests, open the "Request Status” area
o Ifyou are an approver, the “Task Notifications" area shows tasks awaiting your action
o You may need to click "Refresh” in the areas mentioned above to see the most current information

Resel UsereResonord |Thank you for using the NCID System

Change Your Password

Change Your Password
- This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID.

Manage Your Challenge Questions

Manage Challenge Questions
- This link will open a new window in which you may modify your challenge questions and responses.

Unlock Employee Account

Update Employee Account

After logging in to NCID-NG, all users are greeted with the main screen. The delegated administrator
screen displays a welcome message, quick tips to help you get started, end user self service tools and a
directory management section with links to manage end user accounts.

Managing User Accounts

Administrators manage user accounts from either the “Identity Self-Service” tab or from the “Work
Dashboard” tab. The Identity Self-Service tab displays links to the most commonly used process
requests; whereas the W ork Dashboard tab provides access to every request that is available to you.

Note: (screen content and feature availability will vary based on job responsibility and access
permissions.

Self Service Tools:
Identity Self-Service tab - shows user self-help tools.

Update My Account allows user profile edits.

Password Sync Status shows success/failure of Password Sync to applications.
Change Password link

Manage Challenge Questions link

Logout link

Delegated Administrator Tool — basic tools to manage accounts
Activate Employee Account
Create Employee Account
Deactivate Employee Account
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Reactivate Employee Account
Unlock Employee Account
Update Employee Account

NCID

Welcome Cynthia Identity Self-Service Work Roles and Logout Help

INFORMATION A

MANAGEMENT NCID Wel ?
Update My Account sl = . =
View Hy Adminisators Welcome to the North Carolina ID System
NCID Welcome Page

Your Nerth Caroling ID (NCID) is the key to resources offered by the State of North Carolina as well as those offered by some local govermnments and school districts. Here are some tips on using your NCID
PASSWORD MANAGEMENT A
o After clicking the "Identity Self-Service" tab, you'll find links on the left side for tasks you can perform such as
o Viewing and Updating your personal profile
o Reviewing Application Access under "My Account”
o Re-setting your p d through p d self- e
Archive Employee Account » Clicking the "Work Dashboard" tab gives you a summary of your NCID including
o To request additional access, click the "Make a Process Request” button
o To see the status of previous requests. open the "Request Status” area
Deactivate User's Account o If you are an approver, the "Task Notifications" area shows tasks awaiting your action
Reactivate User's Account o You may need to click "Refresh” in the areas mentioned above to see the most current information

Password Sync Status

F}KHECTOFY MANAGEMENT Al

Create Employee Account

peseluaesatasswdd Thank you for using the NCID System

Unlock Employee Account

Update Employee Account

Change Your Password

Change Your Password
- This link will open a new window in which you may change your password. Once that is completed you will be logged out of NCID.

Manage Your Challenge Questions

Manage Challenge Questions
- This link will open a new window in which you may modify your

and

Searching for Users:

The Search feature is common across all process request forms. The Administrator will need to select
the appropriate process request from the Identity Self-Service tab or Work Dashboard tab, and then look
up the account by using the Search feature found on the form. The following figure illustrates an example
of the “User Search Criteria” section displayed on the “Update Employee Account” request form.

DIRECTORY MANAGEMENT

Archive Employee Account
Create Employee Account
Deactivate User's Account
Reactivate User's Account
Reset User's Password

Unlock Employee Account

Update Employee Account |

1. Click Update Employee Account link in the Directory Management section.
Form detail screen displays.
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Update Employee Account

Complete resource request.

* - indicates required.
Resource: Update Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Update an employee’'s account

Form Detail

Delegated Admin Info:

DA of Organization{s): None
DA of Division(s): CJLEADS
DA of Section(s): None

Enter search criteria in the boxes below then click the search

icon.
User Search Criteria
Last Mame: First Name: User D:
Contains | » Equals hd Contains | »
Email: Bescon Mo

Equals A Equals -

Click to search:

The User Search Criteria section provides five (5) user attribute fields to help you retrieve an account.
You can search by one field or you can perform multiple field searches.

Last Name

First Name
User ID

Email

Beacon Number

The dropdown menus provide four (4) characteristics to perform a match type.

Contains
Equals
Ends With
Starts With
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Update Employee Account

Complete resource request.

* -indicates required.
Resource: Update Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Update an employee's account

Form Detail

Delegated Admin Info:

DA of Organization{s): None
DA of Division(s): CJLEADS
DA of Section(s): None

Enter search criteria in the boxes below then click the search
icon.
User Search Criteria
Last Name: First Marme: User ID:
Contains | » Equals hd Contains v
Porter | John | |
Email: Beacon No.:
Equals A4 Equals w
Click to search: *_ )

2. Type the user information to search for in the appropriate fields.

3. Select appropriate match type from dropdown menus.

- UbjectLookup - Windows Internet Explorer provded by 0 |

Select n o fom the st

Full Name UserD ~ Email User Type Hember Of Organizaton Staus
John J Porer oorer ojiamichel13yahoo com State Employes Ofieof e Sae Conoll e

4. Click Search.
The Object Lookup results screen displays user account to update.
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(> Object Lookup - Windows Internt Explrer provided by 0SC

Selct an object fom the st
Ful Name User|D

kot seed

Emai

User Type

Hember Of Organization

Status

5. Click the selected user account.

The Form Details screen displays with demographic information stored in the user"s profile

6. View or Update the user's profile.

Enter search criteria in the boxes below then click the search

Equals w

Equals w

Click to search:

Demeographic Info
Prefix:

First Name: *
Last Name: *
Full Name:

Contact Info
Address Line 1:

Address Line 2:

City:

State:

Email: *

Confirm Email:
Business Telephone:

Account Info

UserID:*

User Type:

Employee Type: *
Account Expiration:
Password Expiration:
Password Policy Type:
Administrative Roles

|Jahn

[Porter

[2514 Bush Str=at

[Ralsigh |

[@mthiamitchell19@yahos.com

[amthismitehelita@yancs.com

[s19-221-8505

The User ID field may only contsin the characters: [A-Z] [0-8] hyphen period underscore

[iiporter

[Ful Time

vl

|E

icon.
User Search Criteria
Last Name: First Name: User 1D:
Contains  » Equals A4 Contains | »
Porter John J |
Email: Bescon Mo.:

Middle Initial:
Suffix:

Zip Code:

Ext:

Account Status:
Organization: *
Division: *
Section:

LastPasswordReset:|;; 09/2010 10:38:30 AM

!

Mone
Application Info
MNaone
ﬁ Update Account I][ Canoel] I
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7. Click Update Account if modifying user demographic information or

8. Click Cancel to clear screen.

Creating New Accounts
Administrators are responsible for creating all new user accounts in NCID-NG.

DIRECTORY MANAGEMENT

Archive Employee Account

Create Employee Account

Deactivate User's Account
Reactivate User's Account
Reset User's Password

Unlock Employee Account

Update Employee Account

4
{
2
«;‘
Q

1. Click Create Employee Account link in the Directory Management section.
The Create Employee Account form displays.

I Create Employee Account

Complete resource request.
* - indicates required.

Resource:
Recipient:
Process Request C:

Description:

Create Employee Account
Cynthia Mitchell
ategory: Accounts

Create Employee Account

Form Detail

Delegated Admin Info:

DA of Organization(s): None
DA of Division(s): CJLEADS
DA of Section(s): None

Employee Info

Contact Info

Account Info

Prefix: Mr. v

First Name: * (e ————— Middle Initial: E

Last Name: * [Trainer | Suffix: [ctiacner v
Full Name:

Address Line 1: |2514 Bush Street |

Address Line 2: [ |

City: [rateion | state: N ) ZipCode:z7e0s |
Email: * [ornthismiteheli@yahoo. com |

Confirm Email: ‘wnthiamitmell@yshw.mm \

Business Telephone:*  [o1s-21-6508 | Ext: 1

User Type: Organization: *
Employee Type: * fFutl Time ™4 Division: ™ CJLEADS
12/6/2010 Page 9 of 37
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2. Fillin all of the required fields (marked with an *).

Password Policy for State Employee

PASSED Password must not contain any 3 character sequences
PASSED Password must have at least 1 special characters.
PASSED No character can be used more than 2 times consecutively.
PASSED Password must have at least 8 characters.

' Identity Info
Password: * [sasanaas |
Confirm Password:*  [sessssses |

|Password needs to match Confirm Password entry |

AR TREnerated |

UserlD Generation Fonnat:|: MILN |

Q Create User ][ Cancel User Create

EI If password meets password policy criteria, password policy message will change from red to
green.

3. Create one-time temporary password.

4. Click Create User to finish.

Welcome Cynthia Identity Self-Service Work Dashboard | Roles and Resources

= & * Task Notifications
‘ (
* Resource Assignments
Cynthia Mitchell * Role Assignments
cynthia.mitchell@osc.nc.gov

919-981-2676

Logout Help

Manage...
Settings v

Fitee @Y |Rows:[25 |
C

Type ltem Ri d Request Date = Status
Create Employee Account 12/08/2010 12:31:45 PM @c : Approved ;

E'] Make a Process Request

Create Employee Account 12/08/2010 09:38:27 AM Ocompleted: Approved &=
DA_SOSC_CJLEADS 12/06/2010 05:01:51 PM v Completed
Role Manager 12/06/2010 05:01:51 PM \/Comple!ed

1-4of4

To confirm account creation status completed.
1. Click on Work Dashboard.

2. Click Request Status.
The Item Request screen will display with account status listing as Completed.
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&2 The administrator must notify user that account was created and provide one-time
S (MY | temporary password to login to NCID. The user must perform the following actions upon
~ 1 logging in NCID for the first time:

Change password
Set up challenge questions and responses
Log back into NCID.

Updating Employee Accounts

The Updating Employee Accounts link is used to modify user account information. The Administrator will
need to search for the account to be modified. Values which appear as read-only text may not be
modified.

DIRECTORY MANAGEMENT

Archive Employee Account
Create Employee Account
Deactivate User's Account
Reactivate User's Account
Reset User's Password

Unlock Employee Account
Update Employee Account

1. Click Update Employee Account link in the Directory Management section.
Form Detail screen displays.

Update Employee Account

Complete resource request.
* - indicates required

4
{
2
¢

Resource: Update Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Update an employee’s account

Form Detail

Delegated Admin Info:

DA of Organization(s): None

DA of Division{s): CJLEADS

DA of Section(s): None

Enter search criteria in the boxes below then click the search
icon.

User Search Criteria

Last Neme. First Name: User ID:

| Contains V‘ ‘ Equals v‘ Contains |
| | | |
Email: Beacen No.:
|Euua\5 v‘ ‘Euuals v‘
| | |
Click to search: @]
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2. Type the user information to search for in the appropriate fields to retrieve account information.

Update Employee Account

Complete resource request.

* - indicates required.
Resource: Update Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Update an employee’s account

Form Detail

Delegated Admin Info:

DA of Organization(s): None

DA of Division(s): CJLEADS

DA of Section(s): None

Enter search criteria in the boxes below then click the search
icon.

User Search Criteria
Last Name: First Name: User ID:

Contains |+ Equals v Contains |

Paorter | John | |
Emasil: Beacon Mo.:

Equals v Equals v

Click to search: *_

3. Select appropriate match type from dropdown menus.

* Oject Lookup - Windows IfernetEplrer proded by 0

Seet e fom el
Fullme lerd  Emal Lser Type Hembe O rgenization Sty
JihnJ Pt Jpoter—— oybiemiohel19@yahoncom St Emplyee Of o he S Conol e

4. Click Search
The Object Lookup results screen displays user to be updated.
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(> Objot ook - Windows It Exlorer provided by O5C

Selct an et fom e st

Full ame UserlD il User Type Hember 0f Orgenizaton

(koo e

5. Click the selected user account.
The Form Details screen displays with demographic information stored in the user"s profile.

6. View or Update the user's account profile.

Enter search criteria in the boxes below then click the search
icon.

User Search Criteria
Last Name: First Name: User ID:

Contains % Equals w Contains %
|Pnner ‘ |Jnr|n | |J ‘

Email: Beacon No.:

Equals A Equals v
| | |

Click to search: @)

Demographic Info

Prefix: M e
First Hame: * Middle Initial:
Last Hame: * |pm ‘ Suffix:

Full Name: |_:.._=:.;_ ‘

Contact Info
Address Line 1: [2814 Busn Street |

Address Line 2: | ‘

City: [Rateign |

state: Zip Code:
Email: * [amtniamitcheltagyshos.com |

Confirm Email: [amtniamitcheltagyshos.com |

Business Telephone: |919.431.55g5 ‘ Ext: l:l

Account Info
The User ID fisld may only contsin the characters: [A-Z] [0-8] hyphen pericd underscore:

UserID: ~ [iporter | Account Status; [acT |
User Type: State Employes Organization: * Office of the State Controlle

Employee Type: * | Full Time v| Division: ‘ CILEADS v‘
Account Expiration: | | @ Section:

Password Expiration: | 2/08/20 3:28:30 A | LastPasswordResel:‘;; 08/2010 10:38:20 A ‘

Password Policy Type: ormal Use:
Administrative Roles

None

Application Info

None

Update Account | Cancel

7. Click Update Account
The user"s account information has been updated.
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8. Click Cancel to clear screen.

Unlocking User Accounts

North Carolina Identity Management (NCID)

Forgotten Password

Your account is locked. You may attempt to log in with your password or reset your password after one hour. If you require immediate
assistance, please call the [TS Semwice Desk at 1-800-722-3946 or 919-754-6000. If you are a state or local-government employee, please
contact your Delegated Administrator listed at https/fwww.ncid.its state_nc.us {0}

If you have forgotten your password or are having trouble accessing your account, please enter your Username in the form below.

UserID

This system is the property of the State of North Carclina and is for authorized use only. Unauthorized access is a viclation of federal and state law. All scftware, data transactions,
and electronic communications are subject to monitoring.

When a user attempts to access a NCID protected application and fails three (3) times in a row, the user"s
account will be locked. The user account will automatically unlock after one (1) hour from the time it was
locked. However, if the user requires immediate assistance, the administrator can manually unlock the
account before the lockout period expires.

DIRECTORY MANAGEMENT

Archive Employee Account

Create Employee Account

Reactivate User's Account

Reset User's Password

Unlock Employee Account

Y
Deactivate User's Account i
<
«

Update Employee Account

1. Click Unlock Employee Account.
The Unlock Employee Account request form displays.
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Unlock Employee Account

Complete resource request.

* - indicates required.
Resource: Unlock Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Unlock an employee's account

Form Detail

Delegated Admin Info:

DA of Organization(s): None
DA of Division(s): CJLEADS
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Mame: User ID:

Contains  » Equals A Contains  »

Porter | John | |
Email: Beacon MNo.:

Equals A Equals v

Click to search: ‘—

2. Select appropriate criteria to search for the user"s account that needs to be unlocked.

(2 Object Lookup - Windows nternet Explorr provided by O5C

Selctan et fom te st
FullName UserlD ~ Email User Type Wember Of rganization Staus

John JPartr [orer ojhiamichel 9@ ahoo.com State Emplojee Ofice o he Stte Contole e

3. Click Search.
The Object Lookup screen displays user account to be unlocked.
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<

(> Object Lookup - Windaws Itern Explrer provded by 05C

Selectan ojectfrom te st
Full Name UserD  Emai User Type Wember O rganizafion Status

ik towtosekct,

4. Select user account.
Selected User’s Account Detail form displays. Under User Search Results the status field should
indicate user account as “Locked”.

Unlock Employee Account

Complete resource request.
* - indicates required.

Resource; Unlock Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Unlock an employee’s account

Form Detail

Delegated Admin Info:

DA of Organization(s). None
DA of Division{s): CJLEADS
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Mame: User ID:

Contains = Equals - Contains | »

Porter | John | |
Email: Beacon Mo.:

Equals v Equals -

Click to search:

User Search Result

Full Name: John J Porter

User ID: jjporter

Email: cynthiamitchell1 9@yahoo.com
Beacon ID:

Status: LOCKED h
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5. Click Unlock.
A confirmation message displays that your request was successful.

To track the status of request, view the request status list on the Work Dashboard.

Identity Self-Service Work Dashboard Roles and Resources Logout  Help

Unlock Employee Account

Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on the Work Dashboard.

Resource: Unlock Employee Account (
Recipient: Cynthia Mitchell '
Process Request Category: Accounts

Description: Unlock an employee's account

il A o ol i 80 gy P S

Recovering a User ID

Occasionally users will need to recover their user ID. If a user cannot remember his or her user ID, then
the administrator should direct the user to the ‘Forgot Your User ID?" link on the login page to perform a
user ID recovery search. The Administrator can also recover the user ID by accessing the Update
Employee Account link. Please refer to “Updating Employee Account” on page () of this document.

The User ID displays in the User ID field in the Account Info section on the Update
Employee Account form.

Account Info
The User ID field may only contain the characters: [A-Z] [0-9] hyphen period underscore
UserID:* ﬁ \jjpoﬂe[ ‘ Account Status: ‘ E l
User Type: tate E > Organization: * Office of the State Controlle
Employee Type: * [ Full Time vl Division: * | CILEADS v|
Account Expiration: ] ‘ @ Section:
Password Expiration: ’ 18120 4440 F ‘ Last Password Reseti, 31 1.44:42 F \
Password Policy Type:
Administrative Roles
None
Application Info
None
[ Update Account ][ Cancel]
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Resetting User Passwords

Occasionally users will need to have a password reset performed. Ensure that the user has attempted
and failed to reset the password first using the ,Forgot Your Password?" link on the login page. If the user
is not able to answers the questions correctly, then an administrator will need to reset the user‘s password.
This feature is unavailable to employees who have recently changed their password (within 15 days), or if
their account is locked

»

DIRECTORY MANAGEMENT

Archive Employee Account
Create Employee Account
Deactivate User's Account

Reactivate User's Account

Reset User's Password

Unlock Employee Account
Update Employee Account
e "*-W’J‘w’\

{L A ha ety N

1. Click Reset Employees’ Password.
The Reset Employee Password request form displays.

User Search Result

Full Name: John J Porter

UID: jjporter

Email: cynthiamitchell19@yahoo.com
Beacon ID:

Status: ACTIVE

Password Policy for State Employee

PASSED Password must not contain any 3 character sequences
FAILED Password must have at least 1 special characters.

PASSED No character can be used more than 2 times consecutively.
FAILED Password must have at least & characters.

Password: *
Confirm Password: *

Reszet Password ][ Cancel ]
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2. Select appropriate criteria and search for the user account that needs to be reset.
Selected user account details and Password Policy Box are displayed.

As you type the password, each requirement turns from red to green and the word “Passed” is
displayed to indicate that the password meets the policy criteria.

User Search Result

Full Name: John J Porter

UID: jjporter

Email: cynthiamitchell19@yahoo.com
Beacon ID:

Status: ACTIVE

Password Policy for State Employee

PASSED Password must not contain any 3 character sequences
PASSED Password must have at least 1 special characters.
PASSED No character can be used more than 2 times consecutively.
PASSED Password must have at least & characters.

Password: * FYTYYII Y
Confirm Password: * PR

ﬁ Re=zet Pazsword ][ Cﬂnu:el]

3. Entertemporary password in Password field.
4. Re-entertemporary password in Confirm Password field.

5. Click Reset Password.
A confirmation message displays that your request was successful.

Reset Employee Password

Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on the Work Dashboard.

Resource: Reset Employee Password
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Reset Employee Password
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6. Contact the user via telephone with the new password.

The user will need this password once to login to the NCID login page to reset their password.

Deactivating User Accounts

If a user is temporarily or permanently leaving an agency the user's NCID account needs to be
deactivated. Deactivation suspends the user’s rights or associations so that the user will be unable to log
in to NCID-NG or any connected applications. The Administrator can deactivate a user account without
deleting or removing the account completely from the system. Deactivated accounts can be reactivated if
a user needs to regain access to NCID or any connected applications. A deactivated account may also be
archived if the user permanently leaving the agency.

DIRECTORY MANAGEMENT

Archive Employee Account

Create Employee Account

'Deactivate User's Account '
Reactivate User's Account :
Reset User's Password ’
Unlock Employee Account )
Update Employee Account

\

1. Deactivate Employee Account.
The Deactivate Employee Account form displays.

Deactivate Employee Account

Complete resource request
* - indicates required

Resource: Deactivate Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Deactivate Employee Account

Form Detail

Delegated Admin Info:

DA of Organization(s): None

DA of Division(s): CJLEADS

DA of Section(s): Hone

Enter search criteria in the boxes below then click the search icon.

User Search Criteria
Last Name: First Name: User ID

|Cuma|ns v| |Cnmams v‘ Contains  +

|unrter ‘ |Charlie ‘ ‘ |
Email Bescon No.:

|Euua|s v| |Euua\s v‘

Click to Search: (@]
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Form Detail

Delegated Admin Info:

DA of Organization(s): None
DA of Division{s): CJLEADS
DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User 1D:

Contains | » Contains | w Contains | »

porter | Charlie | |
Email: Beacon Mo

Equals R Equals w

Click to Search:

User Search Result

Full Name: Charlie W Porter

UID: cwporter

Emai: cynthiamitchell@yahoo.com
Beacon ID:

2. Search for the user account using the steps outlined previously in this document.
User’s account profile displays.

Deactivate Employee Account

Ll

Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on the Work Dashboard.

Resource: Deactivate Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Deactivate Employee Account

3. Click Deactivate.
A confirmation message displays that your request was successful.

Reactivating User Accounts

After a user account is deactivated, it is sometimes necessary to reactivate the account. For example, an
account can be reactivated for an employee who returns to work after taking a temporary leave of
absence. The steps listed below outline the reactivation process.

|§| If a state employee contractor is reactivated, the system will automatically add 30 days from the
current date as the new account expiration date. You may change this value in the user‘s account
by specifying a different date in the “Account Expiration” field.
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DIRECTORY MANAGEMENT

Archive Employee Account
Create Employee Account
Deactivate User's Account

'Reactivate User's Account

Reset Users Password
Unlock Employee Account

Update Employee Account ’

1. Click Reactive Employee Account.
The Reactivate Employee Account form displays.

Reactivate Employee Account

Complete resource request.
* - indicates required.

Resource: Reactivate Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Reactivate Employee Account

Form Detail

Delegated Admin Info:

DA of Organization(s): None
DA of Division(s): CJLEADS
DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User 10:

Contains  » Equals w Contains | »

Porter | CharIH | |
Email: Beacon No.:

Equals b Equals 2

Click to Search:

User Search Result

12/6/2010 Page 22 of 37
CD-12



CJLEADS
_%&iﬁ NCID User Administration

2. Search for the user account using the steps outlined previously in this document.
The Object Lookup screen displays a list of deactivated user accounts.

(- hjetLooku - Wi et Elre provied by 5C

Select an object fom the st
Full Name UserlD  Emal User Type Wember Of Organizaton

3. Select user account to be reactivated.

Form Detail

Delegated Admin Info:

DA of Organization(s): None
DA of Division|{s): CJLEADS
DA of Section(s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Mame: First Name: User ID:
Contains | » Equals hd Contains |
Parter | Charlie | |
Email: Beacon Mo.:
Equals w Equals £
| |

Click to Search:

User Search Result

Full Name: Charlie W Porter

UID: cwporter

Emai: cynthiamitchell@yahoo.com
Beacon ID:

4. Click Reactivate.
A confirmation message displays that your request was successful.
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Reactivate Employee Account

I Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on the Work Dashboard.

Resource: Reactivate Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Reactivate Employee Account

The user account is now reactivated. Reactivated accounts should automatically be activated in the
CJLEADS application. The CILEADS User Administrator will now need to verify if the user account is
activated and granted access in CJLEADS. If account is not granted access, the CJLEADS Administrator
will need to grant user account access to the CJLEADS application.

For information on how to restore and/or revoke CJLEADS access, please refer to the
inj jon document.

Removing User Accounts

If a user is permanently leaving the agency, the NCID user account needs to be deactivated and
archived. Refer to “Deactivating User Account” previously outlined in this document. Please note that
once the account is archived it cannot be reinstated. If the user decides to return to the agency, it will be
necessary for the Administrator to create a new account for the user to access NCID-NG and any
connected resources again.

1. Deactivate user account.

DIRECTORY MANAGEMENT

Archive Employee Account

Create Employee Account
Deactivate User's Account
Reactivate User's Account
Reset Users Password

Unlock Employee Account
Update Employee Account

2. Click on Archive Employee Account.
The Archive Employee Account form displays.

S WV VR W Y
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Archive Employee Account

Complete resource request.
* - indicates required

Resource: Archive Employee Account

Recipient: Cynthia Mitchell

Process Request Category: Accounts

Description: | Archive an employee’s account |
Form Detail

Delegated Admin Info:

DA of Organization(s): None
DA of Division(s): C.JLEADS
DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Name: First Name: User ID:
Contains & Equals L Contains

Porter | Chariie | W |
Email Beacen No.:

Equals b Equals w

Click to search:

3. Search for the user account using the steps outlined previously in this document.
The Object Lookup screen display list of users to be archived

(- ObectLookup - Window Intenet Explorer providd by O5C

Selct an abject fom e st
Full Name UserlD  Email User Type Hember Of Organization Status

AT

4. Select user accountto be archived.
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Form Detail

Delegated Admin Info:

DA of Organization{s): None
DA of Division{s): CJLEADS
DA of Section{s). None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Mams: First Mams: User |D:

Contains |+ Equals v Containg &

Porter | Charlie | |
Email: Beacon No.:

Equals v Equals v

Click to search:

User Search Result

Full Name: Charlie W Porter

User ID: cwporter

Email: cynthiamitchell@yahoo.com
Beacon ID:

ﬁm} Cancel

5. Click Archive.
The system will ask for a confirmation

Windows Internet Explorer,

\ ? } Are wou sure you want ko archive this User? Archiving is permanent and can not be undaone,

) ok ][ cancel

6. Click OKk.
A confirmation message displays that your request was successful
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Archive Employee Account

Submission was successful. Your request has been submitted. To track the status of requests, view the Request Status list on the Work Dashboard.

Resource: Archive Employee Account
Recipient: Cynthia Mitchell
Process Request Category: Accounts

Description: Archive an employee's account.

The user account is now archived. Archived user accounts should automatically be removed in the
CJILEADS application. The CJILEADS User Administrator will now need to verify account is removed from
the CIJLEADS Utility Administrator tool.

Promote Delegated Administrator

It may be necessary to assign a user as an additional administrator to assist with managing agency user
accounts or demote a user from that role. The Administrator can promote a user account to delegated
administrator by assigning the appropriate administrative role.

\ifelcome Cynthia Identity Self-Service I Work Dashboard I Roles and Resources Logout  Help

[N * Task Notifications

* Resource Assignments
Cynthia Mitchell * Role Assignments
cynthia mitchell@osc.nc.gov

919-981-2676

] Manage.. * Request Status
Setings

ﬂ Iake a Process Request '

1. Click Work Dashboard tab.
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Process Request Category:

Accounts

ACC
All
Aftestations
Entitlements

Make a Process Request

Select the search criteria to locate the process(es) you want to request.

Groups
Roles

2. Click Make a Process Request.

3. Click Accounts from the Process Request Category dropdown menu.

4. Click Continue.
The Make A Process Request screen displays.

-
Add to Favorites (AlE+Z) pio

Step 2 of 3: Select the process from the list.

Resource

Agency to Agency Account Transfer
Archive Employee Account

Create Employee Account
Deactivate Employee Account
Demote Delegated Administrator
Modify Second Factor Status

Open Application Subscription
Promote Delegated Administrator *—
Reactivate Employee Account
Reset Employee Password
Unlock Employee Account

Update Employee Account

Update My Account

View My Administrators

Process Request Category

Accounts
Accounts
Accounts
Accounts
Accounts
Accounts
Accounts
Accounts
Accounts
Accounts
Accounts
Accounts
Accounts

Accounts

1-140f 14

Description

Agency to Agency Account Transfer
Archive an employee's account
Create Employee Account
Deactivate Employee Account
Demote Delegated Administrator
Modify Second Factor Status

Open Application Subscription and Unsubscription
Promote Delegated Administrator
Reactivate Employee Account
Reset Employee Password
Unlock an employee's account
Update an employee's account
Update my account

View My Administrators

12/6/2010
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5. Click Promote Delegated Administrator.
Form Detail screen displays.

Form Detail

Delegated Admin Info:

DA of Organization{s): None
DA of Division{s). CJLEADS
DA of Section{s): None

Enter search criteria in the boxes below then click the search icon.

User Search Criteria

Last Mama: First Mame: User |D:

Contains  w Equals w Contains

porter | jehn | |
Email: Beacon Mo.:

Equals W Equals “

Click to Search:

(Ot ok - inow e e potdy

Seert 3 ot o et
Full ame lerld LserType NemberOfrizato Sats

6. Search for and locate user.
Object Lookup screen displays

7. Select user account to be promoted.
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Click to Search:

User Search Result

Full Name: John J Porter

UID: jjporter

Email: cynthiamitchell19@yahoo.com
Beacon ID:

[f the selection for either the Organization or Division andior Section is changed, click on "Get Roles" to retrieve the cor
Roles in Organization: |~ —Fithe State FPontrollor |

Roles in Division: | CiLEADS v |

Roles in Section:
Grant DA Role: * | DA of CILEADS

_k Promote To DA ][ Cancel ]

Use the Roles in Division and Roles in Section dropdown menus to return a filtered list of DA roles
specific to a division and section within your organization. Select the appropriate division and section (if
applicable), and click on the Get Roles button.

The Grant DA Role or Revoke DA Role dropdown menus will display a list of DA roles associated to the
division/section that you had selected. If you need to choose a different division/section, you must re-
click the Get Roles button to obtain the roles associated with your new selection.

8. Click Promote to DA button to promote user.

Make a Process Request

Submission was successful.
Your request has been submitted. To track the status of requests, view the Request Status list on the Work Dashboard.

Action: Submit Resource Request
Request: Promote Delegated Administrataor

Recipient(s): Cynthia Mitchell

[ Back te Make a Process Request ] [Cluse]

9. System confirms your request was successful.
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Demote Delegated Administrator

If a user”s responsibilities change, administrator rights can be taken away by removing the administrator
role(s) assigned to the user account.

Logout  Help

Welcome Cynthia Identity Self-Service I Work Dashboard I t Roles and Resources

[l ' Task Notifications

* Resource Assignments

Cynthia Mitchell
cynthia.mitchell@osc.nc.gov
919-931-2676

* Role Assignments

* Request Status

Manage...
Seftings

E | Make a Process Request I

1. Click Work Dashboard tab.

2. Click Make a Process Request.

Make a Process Request

Select the search criteria to locate the process(es) you want to request.

Process Request Category:

Accounts

: All
i Attestations

Entitlements
Groups
Roles

3. Click Accounts from the Process Request Category dropdown menu.
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4. Click Continue.
The Make A Process Request screen opens.

Make a Process Request

Step 2 of 3: Select the process from the list.
Resource Process Request Category Description
Agency to Agency Account Transfer Accounts Agency to Agency Account Transfer
Archive Employee Account Accounts Archive an employee’s account.
Create Employee Account Accounts Create Employee Account
Deactivate Employee Account Accounts Deactivate Employee Account
Demote Delegated Administrator *_ Accounts Demote Delegated Administrator
Wodify Second Factor Status Accounts IModify Second Factor Status
Open Application Subscription Accounts Open Application Subscription and Unsubscription
Promote Delegated Administrator Accounts Promote Delegated Administrator
Reactivate Employee Account Accounts Reactivate Employee Account
Reset Employee Password Accounts Reset Employee Password
Unlock Employee Account Accounts Unlock an employee's account
Update Employee Account Accounts Update an employee’s account
Update My Account Accounts Update my account
View My Administrators Accounts View My Administrators

1.120f14

|

Click to Search:

User Search Result

Full Name: John J Porter

UID: jjporter

Email: cynthiamitchell19@yahoo.com
Beacon ID:

If the selection for either the Organization or Division and/or Section is changed, click on "Get Roles” to retrieve the correct roles.
Roles in Organization: | ce of the State Contralle |

Roles in Division: * [cieans v|

Roles in Section:
Revoke DA Role: * | DA of CJLEADS [ cetr

_b Demote From DA Role ][ Cancel ]

5. Click Demote Administrator.
Form Detail screen displays.
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Make a Process Request

Submission was successful.
Your request has been submitted. To track the status of requests, view the Request Status list on the Work Dashboard.

Action: Submit Resource Request
Request: Demote Delegated Administrator

Recipient(s): Cynthia Mitchell

[ Back to Make a Process Request ] [C|D®E ]

6. System confirms your request was successful.

Performing Agency to Agency Transfers

Performing an agency to agency transfer is a multi-step process that is performed by the employee"s
current administrator and the destination administrator. This process can only be performed with state
employees transferring to another state agency. The agency to agency transfer cannot be performed
with employees transferring between local government agencies.

Phase 1is performed by the current administrator:

Welcome Cynthia Identity Se|f-Service|' Work Dashboard I Roles and Resources
% * Task Notifications
@ * Resource Assignments
Cynthia Mitchell
cynthia.mitchell@osc.nc.gov Make a Process Request
919-981-2676
jlagage Select the search criteria to locate the process(es) you want to request.
Settings =
Process Request Category:
| [ Make a Process Request | hd
4
- —
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1. Onthe Work Dashboard tab, click on the Make a Process Request button.

2. Click Continue to view a list of workflow processes and select Agency to Agency Account

Transfer.
Make a Process Request & .
Step 2 of 3: Selectthe process from the list .
Resource Process Request Category  Description
IAgencyto .Agency.AccountTransferl Accounts Agency to Agency Account Transfer
Archive Employee Account Accounts Archive an employee's account.
Create Employee Account Accounts Create Employee Account
Deactivate Employee Account Accounts Deactivate Employee Account
Demote Delegated Administrator Accounts Dermote Delegated Administrator
Modify Second Factor Status Accounts Modify Second Factor Status
Open Application Subscription Accounts Open Application Subscription and Unsubscription
Promote Dielegated Administrator Accounts Promote Delegated Administrator
Reactivate Employee Account Accounts Reactivate Employee Account
Reset Employee Password Accounts Reset Employee Passwaord L]
Unlock Employee Account Accounts Unlock an employee's account
Update Employee Account Accounts Update an employee’s account
Update My Account Accounts Update my account
W
[E]
P
3. The Agency to Agency Account Transfer request form is displayed.
4. Search for the employee you wish to transfer.
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User Search Result

Full Name: Daisy Johnson
UID: djohnson
Email: daisy.johnson@nc.gov

Beacon ID:
Destination Agency: * | Department of State Treasurer
Destination Division: * | Banking [v]
Destination Section:
Transfer Valid for (Days): * |7 |7||

} Tranzsfer User ] _Canu:ael]

5. Select the agency, division (and section, if applicable) to which the user is transferring from the
Destination Agency, Destination Division, and Destination Section dropdown menus. (The
Destination Section menu is visible only if the user is moving to a division that has one or more
sections.)

6. Inthe Transfer Validate for (Days) field, select the length of time required for the destination
administrator approve the transfer.

7. Click the Transfer User button.

If the request not approved within the specified time period, it will expire and the account

|§| will remain in the current agency. You will receive an email notification if the request
expires.

Welcome Marsha Identity Self-Service Roles and Resources Logout Help

q Make a Process Request

L | Submission was successful
®\ *four request has been submitted. To track the status of reguests, view the Reguest Status list on the Wark Dashboard

Marsha Jus Action: Submit Resource Request
e Sh;‘:gsli'i” Redquest: Agency to Agency Account Transfer

= Recipient{s): Marsha Justadmin
Wan

E] Make a Prog|
Back to Make & Process Reguest I Close |

188880080880 80000000800008000800000080000800000000 00000000000
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Phase 2 is performed by the destination administrator:

When a transfer request is submitted, the receiving administrator will receive an email notification of the
employee's pending move.

Welcome Jane Identity Self-Service Work Dashboard Roles and Resources Logout Help

Refresh | Customize... Filtler @™ | Rows: |28 =
Task Request Recipient Request Date = Comments
Approval Agency to Agency Account Transfer Marsha Justadmin 08/10/2010 02:41:38 PM [

Jane Compadmin Approval Agency to Agency Account Transfer Marsha Justadmin 08/06/2010 02:19:13 PM

jane.compadmin@nc.gov
919-754-6000 1-zef2

Manage.

E] Make a Process Request * Request Status

1. Access the transfer request on the Work Dashboard tab.
2. Click on the icon in front of Task Notifications. A list of tasks is displayed.
3. Click the Approval button on the appropriate task to expand the line item and view details.

4. Click the Claim button.

Welcome Jane Identity Self-Service Work Dashboard Roles and Resources Logout Help

| a Refresh | Customize. Fillae @~ | Rews [28 =]
Task Request est Date ¥ L]
Approval Agency to Agency Account Transfer Marsha Justadmin 08/10/2010 02:41:36 PM

Jane Compadmin S Approval
Jane.compadmin@nc.gov
919-754-6000 Request Name: Agency to Agency Account Transfer

] manage... Recipient: Marsha Justadmin Requested By: Marsha Justadmin
[7] Make a Process Request In Queue since: 08/10/2010 02:41:36 PM Timeout on: Never
Assigned To: A Multiple Approvers®® Claimed By:

**Only one approval necessary. This task Is In your queue because you are a member of a group that can serve as approvers

 Comment and Flow History
Refresh I User Commants [ System Comments | Rews: [25 S

Date ¥ Activity Comments

oe = User task assigned to reviewer DA_SITS,
08/10/2010 02:41:36 PM Approval D T G e

Claim | _rieicnu

Form Detail
-~ inai

Contact Information for DA Initiating Transfer
[Fuil Name: Marsha Justadmin
[Emaii: marsh:

Transfer Valid for (Days):[~

User Being Transferred
[Ful Name: Johnny R Davis
UID: Jrdavis

[Email: johnny. davis@nc.gov
Beacon 1D:

Source Organization: Department of Justice
Source Division: Training and Standards
Source Section:

i

o
[Destination Division: Computing Services
D: oction:

08/10/2010
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If there are multiple DAs in the destination division you must first claim the task. The claim button alerts
other approvers that you are granting the approval. After claiming the task, two additional action buttons
are available at the bottom of the window: Deny and Approve.

Welcome Jane Identity Self-Service Work Dashboard Roles and Resources Logout Help

«

‘ Refresh | Customize Fiter @ | Rmvsrlﬂ
L Task Request Recipient Request Date = Comments
Approval Agency to Agency Account Transfer Marsha Justadmin 08/10/2010 03:08:15 PM L~
Jane Compadmin Approval Agency to Agency Account Transfer Marsha Justadmin 08/10/2010 02:41:36 PM ol
jane.compadmin@nc.gov Gy Approval
919-754-6000
Manage... Request Name: Agency to Agency Account Transfer
F] Make a Process Request Recipient: Marsha Justadmin Requested By: Marsha Justadmin
In Queue since: 08102010 02:41:36 PM Timeout on: Never
Assigned To: % Wultiple Approvers** Claimed By: (¥) Jane Compadmin

*Qnly one approval necessary. This task s in your queue because you are a member of a group that can serve as approvers.

Comment and Flow History

ﬂl Release Close
Form Detail

*- indicates required.
Submission was successful. Your task has been completed.

(-840 8080080 0808080888088080808088808080808888808080808088880800000000000008

5. Click the Approve button to complete the transfer process. (Or you can cancel a request by clicking
Deny . The employee's current administrator will receive an email notification, and the transfer is
cancelled.

If you need additional assistance with performing an agency to agency transfer, please contact
CJLEADS User Administration at 919-707-6949 or email cjleadshelp@nc.gov.

Some information in this document was taken directly from the NCI D A dmi nist rat or's Guide document which is maintained by the
North Carolina Office of Information Technology Services.

12/6/2010 Page 37 of 37
CD-12


mailto:cjleadshelp@nc.gov
https://www.ncid.its.state.nc.us/Training%20Materials/NCID%207x%20Administrators%20Guide.pdf

